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Title: Online Safety
Description:   Our project is designed to provide middle school students with basic Internet safety and awareness in Forest City, Iowa and Webster, South Dakota.  Both schools have the ability for each student to use a computer.  The Unit is designed for seven days, although it can be anticipated that with productive discussions it could last several days longer.  We have created lessons from various sources from the Internet that includes discussion questions, activity sheets, and videos.  All of these lessons have been placed on the web-based course management system (CMS), www.edmodo.com.  In doing this we have created a paperless unit that we feel will engage our students, and lead to similar future unit formats.  
Within Edmodo, students will be able to submit assignments, post replies to discussion questions, and complete polls that are given.  This will also help ensure that every student has participated in the topics discussed, as well as see their peers’ ideas and perspectives.  Students will be assessed by participation and discussion, which is easily observed using Edmodo.  This CMS also gives the option of parents viewing what their child is learning.  A code can be sent to parents and the information can be viewed by them.  Parents can only see what their child has done/posted and the posts and information given by the teacher.

*Our group encourages everyone to view what the students/instructors will see when they log into edmodo.  We have created a student account for everyone to view.  Please go to www

HYPERLINK "http://www.edmodo.com".

HYPERLINK "http://www.edmodo.com"edmodo

HYPERLINK "http://www.edmodo.com".

HYPERLINK "http://www.edmodo.com"com to sign in.  The username is mset and the password is dsu726.  Please keep in mind that students will not see the seven day unit all at once.  Once one lesson has been completed, the next one will be posted.

Objectives: 

Students will:

*Learn basic Internet safety tips.

*Learn how to safely use email, chat rooms, text messaging.

*Learn the definition of cyberbullying.

*Learn to recognize cyberbullying.

*Learn the forms of cyberbullying.

*Learn when to report cyberbullying.

*Learn who to report suspected cyberbullying to.

*Learn what personal information is.

*Learn what personal information not to share online.

*Learn who is watching and waiting for personal information.

*Learn how to maintain their personal information.

*Learn the importance of copyright laws.

Materials Needed:
Promethean or SMART Board

Computer Lab or Mobile Lab
Speakers

Internet

Microsoft Word
Lessons (Placed on Edmodo)
Edmodo Account

Lesson Plans: 

Day 1: Introduce the Internet Safety Unit

*Discuss basic Internet safety tips with students

 
*Students will share what their favorite online activities are

     *Additional information: Internet

HYPERLINK "" 

HYPERLINK ""Safety
Youtube

HYPERLINK "http://www.youtube.com/watch?v=SGlrAhtQC24&feature=related" 

HYPERLINK "http://www.youtube.com/watch?v=SGlrAhtQC24&feature=related"Video

Day 2: Safe use of email, chat rooms and text messaging

*Discuss the functions of email (To, CC, BCC, Subject)

 
*Students will provide examples of free email sites

    
     *Additional information: 

HYPERLINK "http://www.familysafecomputers.org/email.htm"Email
*Students will consider security challenges relating to email, messaging, free downloads, etc.
       *Download the Smart

HYPERLINK "http://cybersmartcurriculum.org/assets/files/activitysheets/6-8/Smart_Safe_And_Secure_Online.pdf", 

HYPERLINK "http://cybersmartcurriculum.org/assets/files/activitysheets/6-8/Smart_Safe_And_Secure_Online.pdf"Safe

HYPERLINK "http://cybersmartcurriculum.org/assets/files/activitysheets/6-8/Smart_Safe_And_Secure_Online.pdf", 

HYPERLINK "http://cybersmartcurriculum.org/assets/files/activitysheets/6-8/Smart_Safe_And_Secure_Online.pdf"and

HYPERLINK "http://cybersmartcurriculum.org/assets/files/activitysheets/6-8/Smart_Safe_And_Secure_Online.pdf" 

HYPERLINK "http://cybersmartcurriculum.org/assets/files/activitysheets/6-8/Smart_Safe_And_Secure_Online.pdf"Secure

HYPERLINK "http://cybersmartcurriculum.org/assets/files/activitysheets/6-8/Smart_Safe_And_Secure_Online.pdf" 

HYPERLINK "http://cybersmartcurriculum.org/assets/files/activitysheets/6-8/Smart_Safe_And_Secure_Online.pdf"Online worksheets

*Students learn good manners for email, chat rooms, text messaging, and discussion boards

      
     *Download the Good

HYPERLINK "http://cybersmartcurriculum.org/assets/files/activitysheets/6-8/Good_Messaging_Manners.pdf" 

HYPERLINK "http://cybersmartcurriculum.org/assets/files/activitysheets/6-8/Good_Messaging_Manners.pdf"Messaging

HYPERLINK "http://cybersmartcurriculum.org/assets/files/activitysheets/6-8/Good_Messaging_Manners.pdf" 

HYPERLINK "http://cybersmartcurriculum.org/assets/files/activitysheets/6-8/Good_Messaging_Manners.pdf"Manners worksheets

Day 3: Recognizing cyber bullying

*Students will define cyber bullying; bullying through Internet applications and technologies

*Define and discuss forms of cyber bullying and signs that a friend may be a victim of cyber bullying.

      
     *Additional information:  Cyberbullying

HYPERLINK "http://www.google.com/url?q=http%253A%252F%252Fwww.netsmartz.org%252FCyberbullying&sa=D&sntz=1&usg=AFQjCNHe91fZumTISgbuEjgX2rLLNpM32Q" 

HYPERLINK "http://www.google.com/url?q=http%253A%252F%252Fwww.netsmartz.org%252FCyberbullying&sa=D&sntz=1&usg=AFQjCNHe91fZumTISgbuEjgX2rLLNpM32Q"Video

HYPERLINK "http://www.google.com/url?q=http%253A%252F%252Fwww.netsmartz.org%252FCyberbullying&sa=D&sntz=1&usg=AFQjCNHe91fZumTISgbuEjgX2rLLNpM32Q" 

     *View and discuss the  Cyberbullying

HYPERLINK "http://www.google.com/url?q=http%253A%252F%252Fwww.netsmartz.org%252FStreamingPresentations%252FInternetSafetyBasics&sa=D&sntz=1&usg=AFQjCNHA1-1M879bVBVglWApgkgp4TmrUQ" 

HYPERLINK "http://www.google.com/url?q=http%253A%252F%252Fwww.netsmartz.org%252FStreamingPresentations%252FInternetSafetyBasics&sa=D&sntz=1&usg=AFQjCNHA1-1M879bVBVglWApgkgp4TmrUQ"Video

HYPERLINK "http://www.google.com/url?q=http%253A%252F%252Fwww.netsmartz.org%252FStreamingPresentations%252FInternetSafetyBasics&sa=D&sntz=1&usg=AFQjCNHA1-1M879bVBVglWApgkgp4TmrUQ" #2 

Day 4: Reporting cyberbulling


*Students learn how to respond and take action when confronted with a cyberbully

      
     *Download the Dealing

HYPERLINK "http://cybersmartcurriculum.org/cyberbullying/lessons/6-8/dealing_with_cyberbullying/" 

HYPERLINK "http://cybersmartcurriculum.org/cyberbullying/lessons/6-8/dealing_with_cyberbullying/"with

HYPERLINK "http://cybersmartcurriculum.org/cyberbullying/lessons/6-8/dealing_with_cyberbullying/" 

HYPERLINK "http://cybersmartcurriculum.org/cyberbullying/lessons/6-8/dealing_with_cyberbullying/"Cyberbullying activity sheets 

 
*View and discuss the NetSmartz video, Terrible

HYPERLINK "http://www.nsteens.org/videos/cyberbullying" 

HYPERLINK "http://www.nsteens.org/videos/cyberbullying"tEXT  
 *Students will learn that when cyberbullying threatens ones safety, they need to tell an adult

      
     *Download the Cyberbulling

HYPERLINK "http://cybersmartcurriculum.org/assets/files/activitysheets/6-8/Cyberbullying_Crossing_the_Line.pdf": 

HYPERLINK "http://cybersmartcurriculum.org/assets/files/activitysheets/6-8/Cyberbullying_Crossing_the_Line.pdf"Crossing

HYPERLINK "http://cybersmartcurriculum.org/assets/files/activitysheets/6-8/Cyberbullying_Crossing_the_Line.pdf" 

HYPERLINK "http://cybersmartcurriculum.org/assets/files/activitysheets/6-8/Cyberbullying_Crossing_the_Line.pdf"the

HYPERLINK "http://cybersmartcurriculum.org/assets/files/activitysheets/6-8/Cyberbullying_Crossing_the_Line.pdf" 

HYPERLINK "http://cybersmartcurriculum.org/assets/files/activitysheets/6-8/Cyberbullying_Crossing_the_Line.pdf"Line worksheets


Day 5: Risks of sharing personal information online

 
*Students will learn which information should not be shared online

 
*Students will learn who is watching and waiting for their personal information

 
*Discuss with students how to maintain their online privacy

      
      *Additional information: 

HYPERLINK "http://www.netsmartz.org/RevealingTooMuch"Revealing

HYPERLINK "http://www.netsmartz.org/RevealingTooMuch" 

HYPERLINK "http://www.netsmartz.org/RevealingTooMuch"Too

HYPERLINK "http://www.netsmartz.org/RevealingTooMuch" 

HYPERLINK "http://www.netsmartz.org/RevealingTooMuch"Much
 
*Students will learn to collaborate in cyberspace by practicing critical thinking skills that allows them to protect themselves when they visit sites that request personal information

       
     *Download the Private

HYPERLINK "http://www.google.com/url?q=http%253A%252F%252Fcybersmartcurriculum.org%252Fassets%252Ffiles%252Factivitysheets%252F6-8%252FPrivate_And_Personal_Information.pdf&sa=D&sntz=1&usg=AFQjCNFTv24sw22higgKhhRiaZj7K5vcGA" 

HYPERLINK "http://www.google.com/url?q=http%253A%252F%252Fcybersmartcurriculum.org%252Fassets%252Ffiles%252Factivitysheets%252F6-8%252FPrivate_And_Personal_Information.pdf&sa=D&sntz=1&usg=AFQjCNFTv24sw22higgKhhRiaZj7K5vcGA"and

HYPERLINK "http://www.google.com/url?q=http%253A%252F%252Fcybersmartcurriculum.org%252Fassets%252Ffiles%252Factivitysheets%252F6-8%252FPrivate_And_Personal_Information.pdf&sa=D&sntz=1&usg=AFQjCNFTv24sw22higgKhhRiaZj7K5vcGA" 

HYPERLINK "http://www.google.com/url?q=http%253A%252F%252Fcybersmartcurriculum.org%252Fassets%252Ffiles%252Factivitysheets%252F6-8%252FPrivate_And_Personal_Information.pdf&sa=D&sntz=1&usg=AFQjCNFTv24sw22higgKhhRiaZj7K5vcGA"Personal

HYPERLINK "http://www.google.com/url?q=http%253A%252F%252Fcybersmartcurriculum.org%252Fassets%252Ffiles%252Factivitysheets%252F6-8%252FPrivate_And_Personal_Information.pdf&sa=D&sntz=1&usg=AFQjCNFTv24sw22higgKhhRiaZj7K5vcGA" 

HYPERLINK "http://www.google.com/url?q=http%253A%252F%252Fcybersmartcurriculum.org%252Fassets%252Ffiles%252Factivitysheets%252F6-8%252FPrivate_And_Personal_Information.pdf&sa=D&sntz=1&usg=AFQjCNFTv24sw22higgKhhRiaZj7K5vcGA"Information activity sheets

 
     *View and discuss the NetSmartz video, Tracking

HYPERLINK "http://www.netsmartz.org/RealLifeStories/TrackingTeresa" 

HYPERLINK "http://www.netsmartz.org/RealLifeStories/TrackingTeresa"Teresa 

Day 6: Understanding copyright laws


*Discuss what file sharing is and what makes it illegal

 
*Discuss the importance of paying for music

    
     *Additional information: 

HYPERLINK "http://www.familysafecomputers.org/filesharing.htm"File

HYPERLINK "http://www.familysafecomputers.org/filesharing.htm" 

HYPERLINK "http://www.familysafecomputers.org/filesharing.htm"Sharing

*Discuss the importance of giving credit to authors, artists, and written material

      
     *Download the Consider

HYPERLINK "http://cybersmartcurriculum.org/assets/files/activitysheets/6-8/Considering_Copying.pdf" 

HYPERLINK "http://cybersmartcurriculum.org/assets/files/activitysheets/6-8/Considering_Copying.pdf"Copying lesson plan and worksheet 

      
     *Download the How

HYPERLINK "http://cybersmartcurriculum.org/assets/files/activitysheets/6-8/How_To_Cite_A_Site.pdf" 

HYPERLINK "http://cybersmartcurriculum.org/assets/files/activitysheets/6-8/How_To_Cite_A_Site.pdf"to

HYPERLINK "http://cybersmartcurriculum.org/assets/files/activitysheets/6-8/How_To_Cite_A_Site.pdf" 

HYPERLINK "http://cybersmartcurriculum.org/assets/files/activitysheets/6-8/How_To_Cite_A_Site.pdf"Cite

HYPERLINK "http://cybersmartcurriculum.org/assets/files/activitysheets/6-8/How_To_Cite_A_Site.pdf" 

HYPERLINK "http://cybersmartcurriculum.org/assets/files/activitysheets/6-8/How_To_Cite_A_Site.pdf"a

HYPERLINK "http://cybersmartcurriculum.org/assets/files/activitysheets/6-8/How_To_Cite_A_Site.pdf" 

HYPERLINK "http://cybersmartcurriculum.org/assets/files/activitysheets/6-8/How_To_Cite_A_Site.pdf"Site activity sheet 

Day 7: Discussion/Wrap-Up/Assessment

     *For this Assignment you will make a list of 10 items you felt where the most important in this unit.

     *You are to open a Word document and list the items 1-10 with a space between each item.

     *Make sure your name is at the top.

     *You will then save the document to your desktop as "lessons learned".

     *Then submit your document to this post.

Internet

HYPERLINK "https://spreadsheets.google.com/a/forestcity.k12.ia.us/spreadsheet/viewform?hl=en_US&pli=1&authkey=CJ351_gN&formkey=dF93dU4yVjI1Z1hDcUs0ZU5mSTVsVWc6MQ#gid=0" 

HYPERLINK "https://spreadsheets.google.com/a/forestcity.k12.ia.us/spreadsheet/viewform?hl=en_US&pli=1&authkey=CJ351_gN&formkey=dF93dU4yVjI1Z1hDcUs0ZU5mSTVsVWc6MQ#gid=0"Safety

HYPERLINK "https://spreadsheets.google.com/a/forestcity.k12.ia.us/spreadsheet/viewform?hl=en_US&pli=1&authkey=CJ351_gN&formkey=dF93dU4yVjI1Z1hDcUs0ZU5mSTVsVWc6MQ#gid=0" 

HYPERLINK "https://spreadsheets.google.com/a/forestcity.k12.ia.us/spreadsheet/viewform?hl=en_US&pli=1&authkey=CJ351_gN&formkey=dF93dU4yVjI1Z1hDcUs0ZU5mSTVsVWc6MQ#gid=0"Assessment (to be taken after submitting 10 items)
ISTE Content Standards (National Society for Technology in Education)

1. Creativity and Innovation

a. create original works as a means of personal or group expression.


2. Communication and Collaboration

a. interact, collaborate, and publish with peers, experts or others employing a variety of digital environments and media.

b. communicate information and ideas effectively to multiple audiences using a variety of media and formats.


3. Research and Information Fluency

a. locate, organize, analyze, evaluate, synthesize, and ethically use information from a variety of sources and media.


5. Digital Citizenship

a. advocate and practice safe, legal, and responsible use of information and technology.

b. exhibit a positive attitude toward using technology that supports collaboration, learning, and productivity.

Assessment Tools (Tests or Rubrics) 

Discussion Rubric:

	3
	2
	1

	Posting fully answers the discussion topic and contributes stimulating conversation
	Posting creates little response with general or vague comments
	Little or no analysis is evident in student’s posting or is off topic


Final Test:  Students will be tested over information discussed at the end of the unit.
Rationale and explanation used to evaluate our project:
Our group believes we should receive a grade of a 90% or above based on the following criteria:
1.  We have had several collaboration sessions with group members contributing equally.

2.  We have addressed parameters of the project per instructor.

3.  We believe our project is thought out, well organized, and free of grammatical errors.

4.  Our project addresses national standards set by ISTE.

5.  We used technology as a delivery tool, rather than adjusting instruction to available technology.

6.  We have attempted to create a paperless unit - that can inspire others in the future.

7.  We have created a project that addresses real-life issues for students.

8.  This project can be easily shared with other teachers within our districts, allowing them to modify and use for their grade level. 

9.  Works cited are from established, nationally recognized organizations that specialize in the content that is being presented.
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